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NATIONAL CYBERSECURITY CENTER OF EXCELLENCE 

MAY ENERGY PROVIDER COMMUINITY (EPC) MEETING 
    

Date 

 
5/26/2015  

T ime Start-End 
 

3:00-3:30 PM  

Attendees Ralph King (EPRI) 

Nady a Bartol (UTC) 
Brian Abe (NCCoE) 
Chris Peloquin (NCCoE) 
Jim McCarthy  (NCCoE) 

 

 
Discussion 

 Build Monthly  Update 
o Jim McCarthy  mentioned that the first of two core Identity and Access Management (IdAM) builds using 

CA Identity Manager is close to 100% complete. CA workflows of grant, disable and modify access have 
been completed.  A last minute addition of badge number provisioning to the workflow to support 
phy sical access control was made.  The CA-based build will be finished, including end-to-end testing, by 
the end of the week. 

o A second build using  RSA IMG is close behind. 
o Cisco’s Identity Services Engine (ISE) is being integrated into the build to serve a s a gateway  between IT 

and OT. This addition is currently 80% complete. 

 

 Practice Guide Monthly Update 
o Completed first internal draft.   
o Draft will include “How To” guides for recreating the build environment for energy proividers.  
o The build will frist  be recreated by a separate internal NCCoE  team before being released to the public 

(in draft form) 
o The guide will describe both the CA and RSA builds and provide a section for Alert Enterprise to showcase 

their full suite of IdAM capabilities.  
o The target release date for the draft IdAM Practice Guide is : 06/26/2015. 

 

Conclusion/Closing Notes or Need to Follow Up 

 Nady a Bartol  requested a paragraph write up about the build to send to the Utilities Telecom Council               
(UTC ) members  as a primer for review  of the IdAM Practgice guide. Ralph King of the Electric Power Research 
Institute (EPRI) has agreed to ditribute the guide to his fellow EPRI members as well.  


